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This brochure explains how Adaptiv can detect 
fraud. Fraud detection is but one of the many 
uses for Adaptiv. 

Fraud 

Fraud usually refers to the unauthorised use of 
telecommunication facilities, however, it can 
also extend to include the exploitation of weak 
spots in rate plans.  

With the advent of VoIP, fraud is a growing 
issue that can be achieved from anywhere in 
the world using the Internet. 

The VoIP-based PBX is a common access point 
for fraud, as it works via the Internet to 
manage voice calls. Due to the ease with which 
the VoIP PBX is setup, it’s used not only by 
companies, but also internally by Telco’s and 
their resellers to route calls. 

So what happens when a company’s PBX is 
breached? Typically, a Telco invoices a 
company either monthly or quarterly, by 
which time a large amount of fraudulent 
activity could have occurred. If company 
support staff has failed to notice fraud early 
on, the last chance is with the company 
accountant.  

As a Telco, you could gain respect from 
customers if unusual activity was detected 
early on. On the other hand, fraudulent activity 
could increase your revenue. But what 
happens when a small company is hacked and 
creates a $5,000 bill and refuses to pay? Well, 
you would have to take the hit, as legal action 
is costly and you would risk losing customers. 
If a $500,000 bill is fraudulently created the 
company could be forced into bankruptcy and 
you’d still have to pay your suppliers.  

Adaptiv can be used to detect these types of 
fraudulent activity.  

 

 

Fraud Detection 

Adaptiv Fraud Detection is based on an alarm 
system that detects unusual traffic conditions.  

Adaptiv can be set up to send a warning 
message to key support personal so they can 
further investigate any irregularities, or can be 
set up to automatically shut down any unusual 
traffic conditions.  

Adaptiv monitors completed calls ‘near real 
time’ in order to collect enough data to make 
intelligent assessments. This means alarms can 
go off in minutes, as opposed to hours, days, 
weeks or months. 

In order to set up an alarm, you need to know 
what your traffic typically looks like.  

Adaptiv has a feature called an Alarm Graph, 
which shows trends in traffic, and allows you 
to set up alarms using appropriate values. 

 

You can fine-tune the alarm to suit specific 
needs, providing an in depth visualisation of 
what’s been set up. When an alarm is 
triggered, you will be emailed the Alarm 
Graph. 
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Varying traffic patterns are taken into account 
using Time Periods, which establish alarms for 
very specific times of the year, week or even 
each day.  

CDR Count is a simple yet effective method for 
detecting fraud. For example, if overseas calls 
never exceed a certain number of calls per 
interval, the alarm threshold can be set to 
warn you if this number is exceeded. 

 Gateway Minutes monitors the minutes to or 
from a particular carrier and can be used to 
detect potential fraudulent activity or alert 
sales staff of upsell opportunities. 

Similarly, Gateway Cost provides an associated 
dollar amount instead of minutes, often used 
with new carriers where spend thresholds are 
set to alert account managers to visit the 
carrier for additional business or of possible 
fraud. 

There are a number of Operational Alarms that 
look at the performance of your platform and 
notify operational staff should the service 
degrade, and can also indicate a breach or 
misuse of your system. Alarms can be setup to 
detect low average call duration (ACD) and 
poor success rate (ASR) that could potentially 

indicate fraud. Error Count looks at the 
reoccurrence of a particular type of call release 
code, such as ‘not authorised’, indicating 
someone may be trying to breach your system. 

 

 

Fraud Notification 

When an alarm is triggered, Adaptiv will notify 
your NOC using SNMP and email key support 
staff about the detected problem.   

 

Adaptiv will email a copy of the graph that 
shows what triggered the alarm, allowing your 
support staff to quickly assess the issue. 

 

 

Automatic Blocking 

For Adaptiv systems that route as well as 
monitor, you can set up Adaptiv to 
automatically block traffic associated with the 
cause of an alarm. At any time, support can 
remove the block and restore normal routing. 
In cases where staff are unable to investigate 
the problem, Adaptiv will automatically 
restore routing after a specified period of time 
and check if the problem is still present. 
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Fraud Investigation 

Adaptiv provides an easy to use web interface, 
combined with a powerful OLAP database, 
allowing quick discovery of potential issues 
and an analysis of traffic patterns in your 
system.  

Graphic representations, such as the World 
Map, allow you to see a geographical overview 
of your traffic patterns based on current and 
past traffic. 

 

Analytical Charts summarises your history of 
data. You can tailor the data, selecting Total 
Calls, Successful Calls, Total Minutes, Cost, 
ASR, ACD, PDD, QOS and turn this data into 
charts that provide an interactive 
visualisation. 

 

 

 

 

View CDR allows you to select a range of CDR 
and drill down to a short list using filters. 

 

With the click of a button, you can select any 
particular CDR in the list and view all the raw 
data regarding that call. 

 

 

Conclusion 

Adaptiv offers powerful and flexible fraud 
detection software that’s easy to use, complete 
with setup support and visuals, so you can 
quickly understand the problem at hand.  


